Bezpecnhost v kontexte RIA

EurOpen

Zeliv f | COMMURNITY |
5.10.2011 | /A J

Mgr. Juraj Michalek

Twitter: http://twitter.com/sinusgear
Blog: http://georgik.sinusgear.com


http://twitter.com/sinusgear
http://georgik.sinusgear.com/

NieCo o0 mne

PROFESSIONAL

Al

Adobe

a1 1s e
::_‘ ":.\JI. fde:..r

b

B e s
Found: 355/ Hidden: 4
B ... e

open source

i
wSOLSE T

'
¢
= @ pythor

]ava




Obsah

RIA

Flex, Flash, PDF

HTML  HTMLS5, JavaScript, Mobile
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Rich Internet Applications

Ako to vzniklo?

Vylet historiou



Rok 2005

Zlozitejsi JavaScript uvaril browser



Adobe

3. 12. 2005

Kupuje Macromediu



FlashPlayer

NajrozsirenejSia platforma

Win, Mac, Lin



ActionScript 2

S rastucou aplikaciou
exponencialne rastla

pracnost.



ActrionScript 3 a MXML

Velmi podobné Jave.

Bez historickej tarchy Javy.



Open source framework Flex

Adobe dodava nastroj
pre vyvoj na Flash Platforme.

A definuje skratku RIA.



Microsoft

NocCna mora web vyvojarov: |IEG

http://georgik.sinusgear.com/2011/03/05/ie-6-countdown/


http://georgik.sinusgear.com/2011/03/05/ie-6-countdown/

Adobe ma uspech

Flash platforma ziskava popularitu.



Microsoft

Vidi potencial a spusta Silverlight



Flash Platforma ma naskok

FlashPlayer a ActionScript je starsi
a kopec problemov u ma vyriesenych.

Microsoft sa ,inspiruje”.



Sun

Silverlight aj Flash vytlaCcaju Java applety.

Vznika Java FX.



JavaF X

Sunu sa nedari.

Doleziti vyvojari odchadzaju do Adobe.



Apple

IPhone je popularny.

Ina platforma na iPhone predstavuje
riziko straty kontroly.



Adobe Max 2010

Hlavna téma — Flash Player pre iPhone.
DIho oCakavana novinka.

Bude ohlasené v pondelok
na zaciatku konferencie.



Rana pod pas

V piatok pre Adobe Max
Apple zmeni jeden riadok
v licenci



mena

3.3.1 — Applications may only use Documented
APls in the manner prescribed by Apple and must
not use or call any private APIs. Applications
must be originally written in Objective-C, C, C++,
or JavaScript as executed by the iPhone OS
WebKit engine, and only code written in C, C++,
and Objective-C may compile and directly link
against the Documented APIs (e.g., Applications
that link to Documented APIs through an
intermediary translation or compatibility layer
or tool are prohibited).



FP pre iPhone

Zostava v labaku Adobe.

Nez Apple zmeni svoje rozhodnutie.



IPad a iIPhone

Jobs hlasa: HTMLS5 je ta spravna cesta



Google

Uzko spolupracuje s Adobe.
Zabuduje Flash Player do Chromu.

Zaroven vyrazne zlepsi podporu JavaScriptu.



Vic Gundotra - Google

The platform that is not owned by anyone

truely belongs to everyone.

HTMLS

Google @)

DEVELOPER CONFERENCE




A znova objavenie kolesa

HTMLS reimplemetuje nanovo vacsinu
veci z FP.



Otvoreny kod

Flex — postupne uvolneny pod
Mozilla Public Licence

Silverlight

JavaFx



Flash Builder

Eclipse based

studenti a akademicky pracovnici
- licencia zdarma




MXMLC, COMPC

shell, ant task

FlexMojos — Maven
(Lin, Win, Mac, BSD)

Intellij Idea (Ultimate)

=] |=IntellijIDEA 10

The Most Intelligent Java IDE



Architektura RIA aplikaci

Paralela s desktop aplikaciami
Jeden kod v pamati

Komunikacia cez API



Permanent cookie

FP si udrziaval vlastné cookie.

Security issue.



FP 10.3

Mazanie cookie je koneChe mozné
kontrolovat.



Crossdomain

FP umoznuje GET a POST.

Obmedzenie: rovhnaka domeéna



Pristup na ine domeny

crossdomain.xml v roote webu

FP ho kontroluje predtym, nez
odosle poziadavku.



crossdomain.xmi

<cross—-domalin-policy>
<allow-access—-from domain="*"/>
<allow-http-request-headers-from domain="*" />

</cross-domain-policy>



REST

GET a POST
odosielané cez browser

PUT, DELETE atp. su blokované



HlaviCky request/response

FP dokaze vytvorit niektore hlavicky.

Nedokaze vsak nacitat ziadne.



Flash Player Sockets

Priamy pristup k socketu.

Od FP 9.0.124



Socket Policy

Socket Policy File Server

port 848



Policy document

<?xml version="1.0"?2>

<!DOCTYPE cross-domain-policy SYSTEM "/xml/dtds/cross—-domain-policy.dtd">
<cross-domain-policy>

<site-control permitted-cross-domain-policies="master-only"/>
<allow-access-from domain="swf.example.com" to-ports="123,456-458" />
</cross-domain-policy>



Za firewallom

848 je blokovane...

A sme dosli stara mama.



Pristup k suborom

Otvorenie dialdogu pre vyber suboru
je mozné len ako reakcia na uzivatelsku
udalost.

Click :-)



File Uploader

Uploader - Google App Engine

srobick-air-client-1.0.35.air E

File Uploader

Select files to upload

"v l Klokan Technologies

www.klokantech.com


http://www.klokantech.com/

Transparent SWF

Overlay

this.parentApplication.alpha = 0;



SWF

SWF obsahuje bajtkod.

Ten je mozne dekompilovat.



Assety v SWF

Z0 SWF je moznée vytiahnut

subory.



Obfuskacia

Je mozna.

SilnejSie riesenie: enkrypcia
(Nitro LM)



HTTPS

Server MUSI mat validny ceritikat.



HTTPS a IE

Warning pri kazdom requeste.



HTTPS a Google App Engine

Certifikat zdarma.

Plne validny len na jednu uroven.
https://srobick-server.appspot.com/

Podurovne su nevalidne.
http://test.srobick-server.appspot.com/


https://srobick-server.appspot.com/
http://test.srobick-server.appspot.com/

Certifikat

Zdarma (slabsi)

www.startssl.com


http://www.startssl.com/

Memory Leak - Flash

| 86.53mb .I'-EEI.I:II:II:Imb
/ i
| L 4
| & \ 'D.DDDITIIJ
Current Mem: 25.58mb Current Mem: 85.582mb

Monitoring Flash Player pamate

http://georgik.sinusgear.com/projects/flash-memory-monitor/

Loitering Objects


http://georgik.sinusgear.com/projects/flash-memory-monitor/

BezpecCnostne opravy

Pre administratorov: Aktualizujte!

Security oprava je vydana pomerne rychlo
od objavenia hrozby.

Adobe Security Bulletin
http://www.adobe.com/support/security/


http://www.adobe.com/support/security/

Bug reporting

https://bugbase.adobe.com/


https://bugbase.adobe.com/

RIA z webu na desktop

Zoberme web app.
Nech je z nej desktop app!

www.hotrunnermodel.com

& | hotrunner

© HotRunnerModel.com

- : ceLay  are your hotrunner systems
(€)2 (O ht jansvoboda.cz/hotrunner/hotrunner.htm G Ry ® SVOBODA | RERFIE H Y Y f
8 SVOBODA jsou vase horké systémy
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http://www.hotrunnermodel.com/

AlIR Runtime

,2Jpraveny" FP pre desktop.
Flex SDK + AIR rozsirenia

Win, Lin, Mac, Mobile



RIA zwebu namobila TV

Jeden kod, jeden runtime
a mnozstvo cielovych platformiem:

Mac, Win, Lin, Android, iI0S, BlackBerry



Odstranené obmedzenia FP

Crossdomain nema vyznam.
Socket priamy pristup.

Pristup na suborovy system.



AlIR aplikacia - manifest

<allowBrowserInvocation>true</allowBrowserInvocation>



AlIR update aplikacii

LCCS SDK Navigator

The application you are about to install already exists on
this system. Would you like to replace the currently
installed version with this one?

Installed Yersion: 2.0.0
Version to be Installed: 2.1.0

&~ Replace Cancel

Fewer Options -

Remove the application from your
systam.

& Uninstall

f Bun Now Just run the version already installed
on this system.



AIR a HTTPS

Plati to iste Co pre web.
Certifikat musi byt validny.

Inak Co request to warning.



RIAv PDF

-
[T standardslide-1.21.pdf - Adobe Acrobat
File Edit View Window Help

»
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00 |Ps20140

GC20100
PC20120

i3
oia
Step 3: Selezionare il corsoio o il porta corsoio
Corsoio e porta corsoio possono essere pid larghi del piano di scorimento
Mota: selezionando nello step precedente piani di scorrimento appartenenti [
a serie diverse verranno visualizzati carrelli o porta carrelli con dimensioni diverse

Codice |A B |C D |[E |F [G M

PC20120 |28 | 120 10 |48 |20 |78 [ M8
PC20140 | 28 | 140 10 |48 |20 |78 [ MB
PC20160 | 28 | 160 10 |48 |20 |78 | M8
PC20180 |28 | 180 10 |48 |20 |78 [ M8

Selezionare la lunghezza della guida cilindrica

@

Codice GIA B L Q SEDE PER VITE M3
GC20100 20 |m8 | 100 . 3
GC20160 20 160 a
(o)
r
[] Lunghezza della guida cilindrica 100 Fmm
Piano di scorrimento Corsoio Accessori Riassunto -
Precedente O Successiva |vi.21

Aplikacia zabalena do PDF.



Security Sandbox

Kazda poziadavka mimo sandbox
si vyziada potvrdenie.



Projekt Rome

Project

e
/| | -,
K@M L

Tvorba interaktivheho PDF

http://rome.adobe.com


http://rome.adobe.com/

Kontinualna integracia

Jenkins
Priklad - Open Source AS3/MXML projekty:

http://ci.sinusgear.com


http://ci.sinusgear.com/

Silverlight

Konkurent Flexu a FP

Aktualne zameranie WP7



Komunikacnée protokoly

Nad HTTP
XML
SOAP
JSON

AMF3



XML a SOAP

Penalizacia (de)serializacie.



AMF3

Binarny protokol.
Velmi rychly a otvoreny.

Klient FP only, server Java only.



AMF 3 introspection

Toaster Lite

Dekodovacia proxy

http://georgik.sinusgear.com/2011/01/14/how-to-introspect-amf-communication/


http://georgik.sinusgear.com/2011/01/14/how-to-introspect-amf-communication/

JSON

Rychlost, otvorenost, Citatelnost.

F12



HTMLS, JavaScript

HTML




Canvas, WebGL

http://www.ermannobalzi.com/app/standardslide-2.0/

http://www.webglearth.org/

= http://www.ro.me/



http://www.ermannobalzi.com/app/standardslide-2.0/
http://www.webglearth.org/
http://www.ro.me/

three.|s

https://github.com/mrdoob/three.js/


https://github.com/mrdoob/three.js/

jQuery a jQueryMobile

Fenomenalny prielom v moznostiach JavaScriptu.

$("#zeliv").animate({top:"300px"}).animate({left:"10px"});



Maly web server

python -m SimpleHT TPServer



EmglareMobile

emglare

Zeliv, CZ v

App: http://www.emglare.com

Mobile app: http://m.emglare.com

Postavené na PhoneGap


http://www.emglare.com/
http://m.emglare.com/

Dreamweaver a PhoneGap

9

Deployment na Android



Back button

Uzivatel sa moOze vratit k predchadzajuce]
aplikacii.

Nutne zneplatnit' citlivé data.



GET

Pozor! Na kes.
Kazdy browser sa chova inak.

POST sa nekesuje.



GE

Crossdomain

/[POST request je obmedzeny na domenu.



Sanitizacia HTML

Priklad: diskusny portal

vklada do stranky nesanitizovane prispevky



JSON problém

Incident s Gmailom (fixed)

<script src="http://gmail.com..."></script>



Ochrana dat proti crossdomain

while (true); &&&START&&&{"Success":true,"



User Tacking DOM

$("body") .mousemove(
function({event){
insertData(event.pageX,event.pageY,event.clientX, event.client?);

}



Ochrana JavaScriptu?

Aspon kompresia
YUI-Compressor

http://developer.yahoo.com/yui/compressor/


http://developer.yahoo.com/yui/compressor/

Memory leak

JavaScript - Circular reference



Captcha :-D

Verify that you are a human,
drag scissors into the circle.

.t |
- | do)
s Q@D

-

- 3
\ getaquote > |

http://www.webdesignbeach.com/beachbar/ajax-fancy-captcha-jquery-plugin


http://www.webdesignbeach.com/beachbar/ajax-fancy-captcha-jquery-plugin

Bezpecnostne vystrahy pre SW

he Open Source Vulnerability Database

http://osvdb.org/


http://osvdb.org/

$(this).close()

Europen

Zeliv
5.10. 2011

Mgr. Juraj Michalek

Twitter: http://twitter.com/sinusgear
Blog: http://georgik.sinusgear.com


http://twitter.com/sinusgear
http://georgik.sinusgear.com/

	Hudson CI, Maven, FlexMojos
	Slide 2
	Obsah
	ant
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30
	Slide 31
	Slide 32
	Slide 33
	Slide 34
	Slide 35
	Slide 36
	Slide 37
	Slide 38
	Slide 39
	Slide 40
	Slide 41
	Slide 42
	Slide 43
	Slide 44
	Slide 45
	Slide 46
	Slide 47
	Slide 48
	Slide 49
	Slide 50
	Slide 51
	Slide 52
	Slide 53
	Slide 54
	Slide 55
	Slide 56
	Slide 57
	Slide 58
	Slide 59
	Slide 60
	Slide 61
	Slide 62
	Slide 63
	Slide 64
	Slide 65
	Slide 66
	Slide 67
	Slide 68
	Slide 69
	Slide 70
	Slide 71
	Slide 72
	Slide 73
	Slide 74
	Slide 75
	Slide 76
	Slide 77
	Slide 78
	Slide 79
	Slide 80
	Slide 81
	Slide 82
	Slide 83
	Slide 84
	Slide 85
	Slide 86
	Slide 87
	Slide 88
	Ďakujem za pozornosť

