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Tak ¢o rozoberieme?

Bug
Ladenie

Debuggovanie
(lokalne aj vzdialené)

Bez debuggeru a predsa bezpecne

Zaujimavosti



Bug

WEIRD — MY CODES CRASHING
WHEN GWEM PRE-1970 DATES.

EFOCH F‘PntL'

485

xkicd



Cim travi vyvojar najviac ¢asu?

Ladenim.
Debuggovanim.

Facebookom ;-)



Ladime

Prvy pristup:

Logujeme.



Debugger

Krok a stop.
Krok a stop.
Krok a stop.



Uvedene priklady z Eclipse

eclipse

GALILEO

it Eclip " . : esarved. Java andall.
d logos are trademar J red trademarks of Sur M
her countries, or both. Eclipse iz 3 trademark of the Eclipse Foun




Break point

&, python

Z
28 def main(self]:
29 """Main loop"""
30 deus = ExMachinal |
31 deus,1in1t| |
32 1f not self.quickQuit:
33 deus, runlself.commandMode)
34 deus,donel |

==



Nastartujeme Debugger

288 def main(sel f):
EE,I mn ., v D F
230 de < Undo Typing Ctrl+Z .
31 de Rewert File
- . 4
=2 | gave Ctri+s
33 = O che
34 de Show In Shift+alt+w P —
35 4
36 Cut Ctrl+x a_
S7-def E!:'?ckc Copy Ctri+C e w
38 Che - s E gvallable 4
39 try: raste r+ o sir
40 im : ;
41 except gu.lck I.le Cirl+1
42 pr Shift Right i, DyYgame, org
43 sy Shift Left
44
45 try: Bun As 2 |
AL 1m Debug As b g.:. 1 Jythan Run
Team b g.; 2 Jython unit-test
[ H -
(%! Problems | E ¢ Compare 'l:l'l.hth » P 3 python Run
<terminated= fhon Iz lpnE ’ @ 4 Python unit-test
Event tuples: ig Preferences...
Registering to s Debug Configurations. ..
Escape key rece; Refactoring » i



A zastavime

S
ﬂ;Debug &R = B || 9= variables =3 Ca Elreakpnints]
¥ +4 &
£% 0 28 W & | 3 T @ Mame Value -
v SYS TTTOOUTE, =TTt
- Zp siriels Siriel. py [Pyvthon Run] -
s egginsert int: 60
- &2 siriel.py — J
o plen int: 13
p# pydevd. reader -
) = api_wersion int: 1013
p pydevd. writer
7 argw list: ['fhomefg

= 3 MainThread

= 0 str: fhomefge | =
= main [Siriel. py: 30] o hd

— | 2
= <=module= [Siriel. py: GE]

list: ['fhomesgeorgik/workspace/sirielS/src/Siriel . .py'] |«
= run [pydevd. py; 689]
= =module> [pydewvd. py: 85: -
b Siriel py =1 I[A] [+
=
] siriel.py 3 ¥ ExMachina.py ] P pydevd. py 1 = O
26 print "Quick guit modes" EI
27
282 def mainiself):
29 nn "."!'E.'in".' 1':":'}:'" nn J
5230 deus = ExMachinal )
31 deus.init()
32 if not self. quickQuit: -]




Prechadzka po stacku

4 T 4
‘ﬁtDebug P = O ||t)=variables &3 = E!reakpuintsw = O
&% 0 55 W & | 2 T @ Mame Value -
= g,; siriels Siriel. py [Python Run] 4| |= @ ExMachina ExMachina. Ext
= ﬁ' Siriel. py » type str: classobj
2 pydevd.reader = @ Siriel __main__.Sirie
& pydevd. writer » type str: classobj
= 3® MainThread __builtins__ dict: {'IndexE
-
= main [Siriel.py:30] Erios ManaTina: tie 2l
- ' -
= <module> [Siriel py: 86 N i .
[ Py:66] ALl Rights Reserved. 3
= run [pydevd. py: 689] ||
= <module> [pydevd. py: 852 Copyright (c) 1991-199% Stichting Mathematisch Centrum, !j
- Ry -PY-C “|x]|'a11 Rights Reserved., 'MameError': <type 'exceptions.Name =
K| | 1] | |

' T
[P siriel py 3 [P ExMachina.py 1 F] pydevd. py ] = 8

54 siriel = Sirieli] 3
55 siriel .processArg()
¥ 66 siriel .mainl)

68
EE‘I Fatanr
70 —

K1 [+]




Vyhody dobrého debuggera

Zastavenie v mieste break-pointu.
Vizualizacia hodnot.

Stack trace.



Ladime lokalnu aplikaciu

Moznosti:

Aplikacia vramci workspacu.
(videli sme)

Aplikacia mimo workspace.
(ukazeme si)



Import binarky

B | CIC++ - serverfmod.mailfsrcfmain.cpp - Eclipse SDK —1
518 Edit Refactor MNawvigate Search Run Project Windo ic E'lr:: + +
MNew Shift+AlK+N P
Qpen File,..
Close Ctri+w
Close All Shift+Ctrl+w
. Save Ctrl+5
E‘a‘] Sawve As. .
i3 Save Al Shift+Ctrl+5
Rewvert
Mowe. .
Rename...
# | Refresh F5
Convert Line Delimiters To 2
(=] Print... Ctrl+P
Switch Workspace 3
Restart
r 1 lmpart...
Ly Export...




Toto eSte zvladneme

B @ @@ [x]

Select \
Imports a C/C++ executable file. Will create a project and launch configuration for | g - E |
debugaging.

Select animport source:

Itype filter text

> & Genera o —

Import C/C++ Executable Files
- [ CfC++

- Select a file or a directory to search for C/C++ executable files.
@ C/C++ Executable

= Vs

[= Plug-in Development Select binary parser: EIf Parser [ I

= SWN (*) Select executable: I,.fhor-r1e,.fgeorgikfcoralfsen.rerfbinfmod.r-nail

[

[

I = Run/Debug
[

I = Team

() Search directory: I

C/C++ Executable Files:

@ = Back I

Browse...
Browse. .. |

Select All |
Deselect All |

@ = Back Next = Einish

Cancel




A teraz pride trik — bez medzier!

(*) New project name: |De|::ug mod. mail

The new project will let wou debug but net build the executahble.

() Existing project: | Search. .. N es prévn e !

Create a Launch Configuration: C/C++ Local Application -

Mame: |Debug mad. mail

{(®) New project name: |Debug_mnd.mai|

The new project will [et wou debug but not build the executable.

Sprévne () Existing project: |

Search...

Create a Launch Configuration: CfC++ Local Application b

Narme: |Debug_mnd.mai|



Drobnosti pred startom

Debugger: gdb/mi

f Main ri}ik Argurnents I/E Ernvironment ﬁf& Debugger

Stop on startup at: Imain

Advanced. ..

-Debugger Options

Main | Shared Libraries |

GDE debugger: gdb

GDBE cormmand file: |.gdbinit

GDB command set; Standard

(Warning: Some commands in this file may interfere with -

- |

Protocol: mi ¥

[ ] verbose console mode

Us=e full file path to set breakpoints

Mame: IDebug_mud.maiI

f Main ri}ik Argurnents I/E Environment rﬁ? Debugger rﬁy Source
Source Lookup Path:

v R server

= Default

Mame: IDebug_mud.maiI

'r Main ((KF Argurnents (E Enwvironment fﬁ‘« Debuggeﬂ T:%x; Snurce\I

Environment variables to set;

Yariable Value

@ LD LIBRARY PATH fhome/fgeorgikicoral/server/lib




Debug — lokalna aplikacia

rff« Debug §3 = ljﬂ f[H]= Variables 23 Oy E!reakpnints} ol Registers] = Elﬂ
v LD & R %
&o b & m &“?[.3}. T %[iﬁ* 5 Name =
= [t | Debug_rmod.mail [C/C++ Local Application] = 66 arge
= &2 gdb/mi (10/15/09 B:09 AM) (Suspended) b argv
= o Thread [1] (Suspended) b2 a
[ Y P ll

= 2 Parsefrgvl() fhomefgeorgikfcoral/server

= 1 mainl) fhomefgeorgikicoral/server/dblay

g gdb (10/15/09 B:09 AM)

K |

|*l| Ibl

hd
Kl | I T I
i . . * — ™
@ spoolrules. cpp @ FunctionTranslate.cp _@ main. cpp @ Global.cpp 3 & B
17void ParseArgviint argc, char *argvl], ARGVYParsed *a,const char *module) EI
181
15 int 1; J
20 xmemset(a, 0, sizeof [ ARGVParsed) )
21 forii=l;i=argc;i1++)
22 {
23 iflxstrcmp("-7",argv[1]1==0 || xstrcmp("-help".argv[1]i==0 || xstrcmp("--help".arg

24 {

2+




Co z beziacimi aplikaciami?

Pripojime sa na aplikaciu.



Pripojenie k beziacenu procesu

Create a Launch Configuration: CfC++ Attach to Local Application [‘F |

Select a Process to attach debugger to:

rmod. m

B mod. mail - 32266
B mod. mail - 32286

(= mod maintainance - 32287
@ mod.maintainance - 32291
= mod. messaging - 32281

fvarflibfaspfinstance/demo/bin/mod. mail

(7) oK Cancel




Co s aplikaciami na serveri?

Vacsina debuggerov podporuje
vzdialené pripojenie.




Aplikacia to neprezila

Post-mortem analyza

Zostal len jej obraz: coredump



Ukladanie padov Apache

Do konfiguracie pridat:

CoreDumpDirectory /tmp/

UTIT



Rychla analyza coredumpu

—( )— —(/tmp)-
—( : )= ulimit —c unlimited —( )—
—( )— —(/tmp)-
—( : )— Xeyesd —( )—
[11 532

—( )— —(/tmp)-
—( : )— pkill -3 —T xeyes —( )—
[1] + quit (core dumped) xeyes

—( )— —(/tmp)—
—( : )= gdb /usr/bin/xeyes core —( )—

(no debugging symbols found)

Core was generated by xeyes'.

Program terminated with signal 3, Quit.

#0 Bxb8B2T424 in__ _kernel_vsyscall ()

(gdb) bt full

#8 Bxb8B2T424 in __kernel_vsyscall ()

No symbol table info available.

#1 ©xb7dbd4Zb in poll () from /1ib/ib86/cmov/1ibc.s0.6
No symbol table info available.

#2 Oxb7fdb2f? in _XtWaitForSomething () from /usr/1ib/l1ibXt.s0.6
No symbol table info available.

#3 Bxb7fdc?7ob in XtAppNextEvent () from fusr/lib/1ibXt.so.b6




Mody debuggera

Spustenie lokalnej aplikacie.
Pripojenie k lokalnemu procesu.
Pripojenie k vzdialenému procesu.

Post-mortem.



Debugujeme PHP




Eclipse + PHP Development Tools

Eclipse for PHP Developers (138 MB)
’ Tools for PHP developers creating Weh applications, including PHP Development Tools
m (PDT), Web Tools Platform, Mylyn and others. More...

Downloads: 80,849
[F] index.php &8 =
i $text = "KdyZ néco rozeberem, tak leda ";
fengine = arrayl "bludozer", "debugger"):
Ho PHP executables defined X
The current debugger does not have any defined PHP executables.

Pozor' Q Please define a PHP executable location before continuing.
Neobsahuje

Zend Debugger oK

Da sa ziskat’ z:
http://www.zend.com/community/pdt


http://www.zend.com/community/pdt

PHP Zend Debugger

S X
|t'_-,f|:|efiltertext | PHP Executables S whe w
P General = Add, remove or edit PHP executable definitions.

P Dynamic Languages PHP executables:
b Help Mame Debugger Type Location Add. .
b Install/Update PHP 4.4.9 (CGI) Zend Debugger Shormefgeorgik/trmg Edit
b Java PHP 4.4.3 (CLI) Zend Debugger fhomefgeorgik/trmg —
= PHP PHP 5.2.8 (CGI) Zend Debugger Jfhomefgeorgik/tmg FEEIERE
Appearance PHP 5.2.8 (CLI1) (Workspace Default) Zend Debugger /home/georgik/tr Set Default
[P Code Style
b~ Debug Search. ..
B Editor
Mew Project Layout
FHP Interpreter —
PHP Libraries
PHP Manual
PHP Servers
I Remote Systems
P Run/Debug ll
[ [ ] Kl [
@ Cancel | oK




Debug as PHP script

f‘f}i Debug 3 =8 fN=VariabIes =3 <t v =g
0 & m F [ T A l T ¥ | Name Value

= [F] index (2) [PHP Script] b $_ENV Array [59]
- Eﬁ' PHP Application P FHTTP_ENY WARS Array [59]
= 4 index.php (suspended) bo@ fargy Array [1]
.E /homefgeorgikftmpfinstallfeclipsefeclipse-php-galileofpluginsforg.z b @ $_POST Array [0]
b % $HTTP POST VARS Array [0]
P $_GET Array [0]
= b % $HTTP_GET VARS Array [0]
(2] index.php 32 I:_El b % $_COOKIE Array [0]
é <7php =1 ||p % $HTTP_COOKIE_VARS Array [0]
3 $text = "KdyZ néco rozeberem, tak leda "; I & $_SERVER Array [G4]
5 ;‘l $engine = arrayl"bludozer", "debugger"); b & $HTTP SERVER VARS Array [64]
5 b @ % _FILES Array [0]
[ e b % $HTTP_POST FILES Array [0]
b % $ REQUEST Array [0]

(string: 30) KdyE nécqg

I T J i

Tl |.,|: istring:30) KdyZz néco rozeberem, tak ledaH




Skusme co na to Apache

s -
[7] index.php 238 () http:/flocalhost/~georgikigombik/index. W = 0

(=]

=7php E

Ftext
fengin

= "Kdyz néco rozeberem, tak leda ";
e
fresult

= arrayl"bludozer", "debugger"):
= f$text . $engine . "em!";

[P R VR (N ]

m

print $result;

D20 =

=

-

a ™
7] index. php @ http:/flocalhost/~georgikigombikfindex. 3 = 0

s i |http:fflocalhost/~georgik/gombik/inde:x. Tl B

KdyZ néco rozeberem, tak leda Arrayem!

Nezastavil!




Drobna uprava v php.ini

zend_extension=/home/q.../ZendDebugger.so
zend debugger.allow hosts=127.0.0.1
zend debugger.expose remotely=always
zend debugger.connector _port = 10013



Pohoda s PHP

f‘f}; Debug I3

R o> 0 om |3 R

- ﬁ index (3) [PHP Web Page]
= 1@ PHP Application

= ;% http:/flocalhost/~georgikfgombikfindex. php (suspended)

= fgombikfindex.php at line 7

.E hittp: fflocalhosti~georgikfgombikfindex. php

[« |

-~

I
] index.php &3 Elx

() http:/flocalhost/~georgik/igombik/index. ] =

=tphp E
$text = "KdyZz néco rozeberem, tak leda "

$engine = arrayl "bludozer", "debugger"):

fresult = $text . fengine . "em!l";

print $result;

W00 =] @ ke

V=

[«]

|4] [¥]

“ gresult

istring:38) KdyZz néco

{-[Hl='~.|"ariables P =4 == Iflx
Name Value |
@ $_ENV Array [11]
b 4% $HTTP_ENV VARS | Array[11]
@ % _POST Array [0]
b 4% $HTTP_POST VARS | Array [0]
@ $_GET Array [9]
b % $HTTP_GET VARS | Array[9]
b @ $ COOKIE Array [0]
b 4% $HTTP_COOKIE_VAR! Array [0]
b % % SERVER Array [31]
P & $HTTP_SERVER_VAR: Array [31]
I & $_FILES Array [0]
b @ $HTTP POST FILES | Array [0]
b % $ REQUEST Array [9]
& $text Istring:30) Kdyz néco rozel
@ $engine Array [2]

Istring:38) Kdyz néco rozel

rozeberem, tak leda’EI




Debugger - zhrnutie

Debuggovat ide véetko!

Len konfiguracia nastrojov nemusi byt
okamzite zrejma.



Cim travi vyvojar najviac ¢asu?

Ladenim.
Debuggovanim.

Facebookom ;-)



Zmena paradigmy

Zkuste to bez debuggeru!
Mily Marconi!

- Jara Cimrman,
prukopnik v hodu HDD do dalky



Odstranenie debuggovania

Riesenie je jednoduché!

Kéd bez chyb!



Unit testy

Kod rozdelime.

Napisene automatizovane testy.



Mnaa to zdrzuje!

,Pisanie testov zdrzuje od realneho kodu."
,Musim rychlo pisat kod, séf chce po mne funkcie”

,1esty som vypol, lebo neustale padali.”






Vyvojar si neuvedomuje, zZe

nepisanim testov:
Predrazuje svoju pracu.
Oneskoruje dodavku produktu.
Poskodzuje ostatnych vo firme.
Znizuje moznost dalsieho rozsirenia produktu.

Neposkytuje dokumentaciu k svojmu kodu.



PHPUnit - je to tak jednoduché!

Easy to learn to write.
Easy to write.
Easy to read.

Easy to execute.
Quick to execute.
|solated.
Composable.



Priklad z PHPUnit

<?php
require once 'PHPUnit/Framework.php’;

class StackTest extends PHPUnit Framework TestCase

{
public function testPushAndPop()

{

$stack = array();
$this->assertEquals(0, count($%$stack));

array push($stack, 'foo');
$this->assertEquals('foo', $stack[count($stack)-1]);
$this->assertEquals(1l, count($%stack));

$this->assertEquals('foo', array pop($stack));
$this->assertEquals(0, count($%$stack));



Spustenie testu

—(georgik@traper :pts/18)-
—(1: : )J— phpunit test.php
PHPUnit 3.4.1 by Sebastian Bergmann.

Time: 1 second

OK (1 test, 5 assertions)



Staticka analyza kodu

<?php
( A D
print ( ),
( )
P

Security hole



RATS

rats -1 php security-hole.php
Entries in perl database: 33
Entries in python database: 62
Entries in ¢ database: 336
Entries in php database: 55
Analyzing security—-hole.php
security-hole.php:2: High: fopen
Argument 1 to this function call should be checked to ensure that it
does not
come from an untrusted source without first verifying that it contain
s nothing
dangerous.

Total lines analyzed: b6
Total time B.800158 seconds
39999 lines per second

http://www.fortify.com/security-resources/rats.jsp


http://www.fortify.com/security-resources/rats.jsp

Svajdiarsky nozik - NetCat

The GNU Netcat

test.txt:

GET /index.html HTTP/1.1
Host: localhost
Connection: close
prazdny riadok

nc localhost 80 <test.txt



Par zaujimavosti
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Software Engineering Radio

i > soflware engineering rad'o

Essentials for the Professional Software Developer www.se-radio.net

http://www.se-radio.net


http://www.se-radio.net/

Adrenaline Junkies and Template
Zombies

and E«M}?lﬂtﬁ Z%I?tﬁ

Vzory spravania
v projektoch

Understanding Patterns of
Project Behavior

Tom DeMarco, Peter Hruschka

Tim Lister, Steve McMenamin

James Robertson, Suzanne Robertson
Principals of the Atlantic Systems Guild

“Brilliantly insightiul.* — Howard Look, VP of Software, Pixar ﬁ
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